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ONLINE  
RISK ALERT  
PRINCIPLES

Keeping vulnerable people safe
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INTRODUCTION
Online dangers are well-known – it can be hard to spot things that aren’t right in 
the digital world.

That’s why we’ve worked with the UK Government, law enforcement and industry 
leaders to develop new ways to protect vulnerable people online. 

Leading a group of companies with a range of expertise, we’ve devised five 
principles for creating safety alerts that educate people on how to spot online 
dangers. Following these principles ensures alerts won’t cause undue alarm or be 
ignored altogether.
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THE PRINCIPLES
Increasing online safety by helping people make better decisions.

SUPPORTIVEPRIVATERELEVANTSPECIFICINSTANT

Alerts are shown in 
situ as soon as a risk  
is detected.

Alerts are based on 
risks that are specific 
to the user and their 
situation.

Alerts must be 
appropriate to  
the user, and 
the severity and 
frequency of the risk.

Alerts aren’t sent 
to others (although 
this doesn’t stop 
companies meeting 
their duty of care).

Alerts answer  
the questions 
“how do I find 
out more about 
this risk and what 
could I do now?”

1 2 3 4 5
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Alerts are shown in situ as soon as a risk is detected.

INSTANT1

Description

Alerts must be shown in 
the same environment as 
the one where the risk is 
detected, and be shown 
immediately.

Reason

This lets people relate 
specific actions and events 
to specific risks and threats, 
helping them learn what to 
look out for.

It also gives access to an 
impactful, real-time online 
safety tool, rather than the 
all-too-common hidden 
information in terms and 
conditions.
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Example

•  A message  
bubble appearing 
in a conversation 
highlighting that  
the other person  
might not be who  
they appear to be.
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Alerts are based on risks that are specific to the user  
and their situation.

2
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Description

Alerts must be caused by 
a real-time event that has 
raised the risk level, not a 
default acknowledgement 
that there are always risks.

Reason

People quickly become 
immune to general 
warnings, which increases 
the risk as they think they 
have more protection than 
they really do. 

Alerts must only go to the 
user and let them make an 
informed decision about 
their behaviour, without  
the intervention of others.

Example

•  A message with 
contextual information,  
e.g. “the photo you’re 
about to send appears 
to contain nudity, but 
you’ve never met  
Mr/Ms X, are you sure 
you want to send it?”

SPECIFIC
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Alerts must be appropriate to the user, and the severity 
and frequency of the risk.

3

Example

•  Alerts visually  
styled to look  
the same as  
the company’s  
website.

Description

Alerts must be as engaging 
as the environment in 
which they appear, so they 
need to use the same look 
and feel. This helps stop 
them being ignored, means 
their severity is interpreted 
correctly and ensures 
there’s no suggestion that 
someone else is watching. 

Alerts should favour 
false positives over false 
negatives, while carefully 
avoiding alert fatigue.

Reason

This reinforces trust in the 
technology and ensures 
a malicious person can’t 
convince the user that 
the technology is lying or 
misguided. The seamless 
integration of the alerts 
also avoids alert fatigue, 
where the user could start 
ignoring warnings.

RELEVANT
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Alerts aren’t sent to others (although this doesn’t stop 
companies meeting their duty of care).

4 PRIVATE
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Description

Alerts should be private, 
only the vulnerable person 
should see them. The 
company should still follow 
their standard safeguarding 
requirements, including 
reporting incidents to law 
enforcement.

Reason

Alerts need to be trusted. 
This can’t happen if the 
user believes the company 
doesn’t trust them to do 
the right thing. Alerts 
should focus on education 
rather than moderation.

Example

•  Alerts are triggered 
to help prevent abuse, 
but reports to law 
enforcement are only 
made based on the 
actions taken.
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Alerts answer the questions “how do I find out more 
about this risk and what could I do now?”

5

Description

Alerts should always offer 
enough information for the 
user to understand the risk 
and what they could do 
next. This might not always 
be an action in the website 
or app, it could also be a link 
to find out more or contact 
the relevant support.

Reason

Alerts are an educational 
tool designed to support 
safe online behaviour. 
However, online risk isn’t 
simple and it’s unlikely any 
alert would give enough 
information on its own. 

Without a reason for the 
alert, or links to areas  
with more detail, people  
might ignore the alert.  
It’s important for there to  
be an option for escalation  
if needed – either to  
relevant authorities or  
support networks.

SUPPORTIVE
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Example

•  A link to more 
information about why 
the alert was triggered.

•   A chatbot that can give 
more information on the 
risk they faced.

•   A link to report  
the concern.
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SUMMARY
These principles will let people navigate the internet more safely 
and with a better understanding of the risks that exist. 

By following these principles, alerts will work as an education 
tool and be seen as a companion to internet activity, rather 
than a blocker. By alerting people to potential threats, they’re 
encouraged to support safe online behaviour. 

The principles will help empower people to make decisions and 
ensure companies are continuously trusted.
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About PA.

An innovation and transformation consultancy, we believe in the power of ingenuity 
to build a positive human future in a technology-driven world.  

As strategies, technologies and innovation collide, we turn complexity into opportunity.  

Our diverse teams of experts combine innovative thinking and breakthrough 
technologies to progress further, faster. Our clients adapt and transform, and together 
we achieve enduring results.

We are over 2,600 specialists in consumer, defence and security, energy and utilities, 
financial services, government, healthcare, life sciences, manufacturing, and transport, 
travel and logistics. And we operate globally from offices across the Americas, Europe, 
the Nordics and the Gulf.  
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